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Cloud security and Infrastructure Reliability Overview

Rackspace BlazePortfolio
Datacenter Private Cloud
® Secure Hosting with SOC . Dedicated Hardware
Compliance provided by
Rackspace for SOC 3, 2, 1, . High Availability VMWare Cluster
1ISO-2700

EMC Vmax Storage Area Network
e Staffed 24x7x365 with

Rackspace operations {3 Cisco Firewall Cluster
personnel
Over 200 continuously monitored server
e DBiometric scanner access sensors for immediate response
required to enter the building
and data center floor 3 Host based IDS on all servers, monitored

malware and virus scanning
Redundant power, cooling,

¢ network, fiber, transit and ® White Hat Penetration Testing
routing
~ Encryption L) Business Continuity
® Bank Level Encryption Site Access -
SSL/TLS server-side encryption with ® Geographically Distinct Disaster Recovery
SHA256 and a 2048 bit key Data Center ready 24/7
® Trade connectivity over IPSEC Tunnels ® Mirror of Production VMWare Cluster

with AES and 3DES proposals

® Encrypted database backup system
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